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P R E FA C E

During the period 29 August to 2 September 2021, a number of American 
and Canadian military practitioners, defence scientists, academics, and sub-
ject matter experts gathered at Canadian Forces Base Kingston, in Ontario, 
Canada, to discuss Great Power Competition (GPC) and the implications  
for Special Operations Forces (SOF).  The assembled researchers broke into 
four sub-working groups, each group focusing on their assigned topic, 
namely the Arctic, Battle for the Narrative, High-Intensity Conflict, and the 
Gray Zone.

Importantly, each sub-working group was responsible for producing a  
volume specifically on their respective topic.  Significantly, the intent was 
not to reproduce the reams of data that already exist on all of these topics, 
but rather to “operationalize” the research in such a manner that SOF teams 
can utilize the information to provide context and clarity to the potential 
challenges, risks, and tasks they may face in the respective environments. 

The net result of the Canadian Special Operations Forces Command/U.S. 
Special Operations Command, Joint Special Operations University Research 
Working Group is a multi-volume SOF and GPC series that deals with each 
of the aforementioned topics. Our intent is that each of the volumes, taken 
individually and collectively, will enhance the understanding of GPC in the 
SOF community, as well as the military and public at large.  

As a final comment, it is important to note that the February 2022 Russian 
invasion occurred before the publication went into production and as  
such it does not include substantive observations or lessons that have  
arisen from that conflict. 

Bernd Horn				    Peter McCabe
Colonel (retired), PhD			   Colonel (retired), PhD
Series Co-Editor				   Series Co-Editor
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proxy forces while it denied or concealed the episodic direct participation 
of Russian military forces. Obviously, Russia’s full-scale invasion of Ukraine 
starting in February 2022 moved the contest from gray to war (black) for 
Russia and, depending on your point of view, the enormous increase in U.S. 
assistance to Ukraine might have moved the U.S. from peace (white) to gray.1 
Unfortunately, most definitions of the gray zone do not clarify the perspec-
tive from which a particular contest is gray rather than black or white.

Syria poses even greater definitional challenges than Ukraine when we ask 
whether it is a gray zone conflict for Russia. Overtly, Russia is fighting the 
enemies of the Assad regime and hence participating in a traditional, con-
ventional war, with nothing gray about it. However, at a less overt level, 
Russia is also competing (generally below the level of direct armed combat) 
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THE GRAY ZONE: A CONCEPTUAL INTRODUCTION 

As the United States and the West deal with “strategic competitors,” seeing 
the world through the lens of Great Power Competition, the gray zone retains 
great utility and helps explain the environment and the nature of contem-
porary conflict. The gray zone is a valuable conceptual tool that needs to be 
kept in the military planner’s toolkit of concepts since it helps explain and 
articulate the contemporary global operating environment, particularly in 
Russia’s near abroad, and in the South China Sea and China’s relations with 
Taiwan.

The concept of the gray zone is not novel. In fact, it was the Cold War battle-
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are moderately revisionist of the international order.5 Second, belligerents 
adopting gray zone approaches do not do so because they are incapable of 
conventional conflict, but because they perceive gray zone operations as a 
less costly and less risky way of achieving their desired ends. For example, 
in Ukraine, Russia tried to achieve its ends at lower cost and lower risk 
through gray zone techniques and avoided a conventional invasion for many 
years before the February 2022 full-scale invasion. 

The gray zone is an environment in the greater global competitive space 
that is short of war but where tensions may be extremely high – and war 
may even be imminent, but not yet quite triggered. It typically involves 
such non-kinetic activities as training separatists or resistance fighters, 
conducting “active measures” (malign activities aimed at promoting disin-
formation), etc. Researcher Philip Kapusta observes in what is probably the 
first scholarly attempt to articulate the gray zone as a concept, “adversaries 
can use ambiguity to avoid accountability for their actions.” In that same 
2015 article in Special Warfare, moreover, Kapusta argued that irredentist 
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countering threat finance, etc. These missions that allow – through specific 
legal authorities – U.S. Special Operations Forces to use kinetic and non-
kinetic operations – directly and indirectly – to achieve strategic objectives 
in the gray zone of intense political, economic, informational, and military 
competition. 

Canadian SOF (CANSOF) and SOF from other NATO nations, like their U.S. 
partners, have unique skills and expertise to operate in small elements in 
highly politicized environments and obscure or amplify their presence and 
actions as the situation demands. These are exactly the skills needed in the 
gray zone and possessing these skills also enables SOF to assess potential 
gray zone threats to friendly nations and counter the gray zone activities 
of strategic competitors. Thus, SOF are the force of choice for offensive and 
defensive operations in the gray zone. 

THE GRAY ZONES: GEOGRAPHY AND RUSSIA 

When it comes to certain geographical environments, such as the nations 
of Eastern Europe and the South China Sea, the concept of the gray zone 
is particularly useful. It could even be said that such states live in the gray 
zone. Understood this way, these are physical spaces where competition is 
intense, and conflict may be imminent. While not limited to a physical space 
per se, when it comes to Russia’s near abroad and Russia’s nefarious activi-
ties there, the concept seems to have a strong geographical dimension. This 
is a physical space over which Russia seeks veto power over the actions of 
other nation-states and employs gray zone tactics to further its strategic 
objectives. 

For Russia, operating in the gray zone is a way of lowering costs and mitigat-
ing risk. If Moscow can keep its actions – and those of its proxies – short 
of war, and engage in persistent denial, then actions are less expensive,  
and the risk of retaliation is low. As Kapusta put it, “adversaries can use 
ambiguity to avoid accountability for their actions” in the gray zone.12 
Moreover, antagonists such as Russia “typically choose to work in the grey 
zone precisely because they want to avoid full-scale war and its potential 
to trigger a devastating U.S. military response.”13 In short, operating in the 
gray zone is part of Russia’s risk calculus. As one of us has argued elsewhere, 
Russia chooses to operate in the gray zone to mitigate risk.14 Coupled with 
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military aircraft entered Taiwan’s air defence identification zone (ADIZ) 
while the PLA carried out beach landing and assault drills in the province 
directly across the Strait from Taiwan, together raising tensions in the re-
gion and propelling Taiwan – and China’s designs on Taiwan – back into 
the headlines. Chinese President Xi Jinping reiterated the vow to reunify 
Taiwan with the mainland, while Taiwan President Tsai Ing-wen said Tai-
wan will “not be forced to bow to China.”21 In late December 2021, Beijing 
warned Taipei against even using language reflecting the independence of 
the island from the mainland.22 The 2022 visit to Taiwan by Nancy Pelosi, 
the Speaker of the U.S. House of Representatives, gave Xi another excuse 
to show off China’s ability to attack Taiwan and alter the status quo in the 
Taiwan Strait in China’s favour without combat operations.23

Unlike Russia and its dealings with Ukraine, Beijing is not on the precipice 
of a large conventional war against its “renegade province” – at least not yet. 
But its gray zone activities extend beyond Taiwan and into the South China 
Sea, where it has been successful at capturing terrain. Utilizing its fishing 
fleet – which engages heavily in illegal, unregulated and unreported (IUU) 
fishing activities in the region and beyond, it has also been building arti-
ficial islands and deploying forces. While Beijing can engage in persistent 
denial (“these are just fishing fleets!”), the reality is that such activities are 
being conducted by Beijing’s “maritime militia” and are very much under 
the direct control of the Chinese Communist Party (CCP) and People’s Libera-
tion Army (PLA). As a result, China has succeeded in enclosing and then 
militarizing areas once thought of as international waters, emplacing radars, 
missile systems, and even aircraft on the newly claimed territory. This has 
raised the awareness of the states that border the South China Sea, including 
Vietnam, the Philippines and Malaysia. Indeed, even the People’s Republic 
of China (PRC) use of a nine-dash line map – indicating its territorial claims 
in the region – is enough to put neighbouring states on alert. Another aspect 
of Beijing’s policies in the South China Sea has been an emphasis on the 
“three warfares” within its overall military strategy.  Consisting of (1) public 
opinion warfare, (2) psychological warfare and (3) legal warfare, the three 
warfares have been critical components of China’s strategic approach in the 
South China Sea and beyond,24 and are another example of how the PRC  
is using gray zone tactics to keep its hostile actions below the level of  
armed conflict.
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THE GRAY ZONE: HERE TO STAY

Neither Russia nor China use the term “gray zone” in their doctrine or even 
non-doctrinal writings about their military operations, although they do 
sometimes report on it when discussing U.S. operations. The same is true of 
the term “hybrid warfare,” which the Russian military and journalists only 
use in reference to U.S. operations. Instead, Russia uses the phrase “indirect 
and asymmetric methods”25 to describe what we would call gray zone opera-
tions or warfare. However, without using the term, Moscow and Beijing see 
gray zones in Crimea, the rest of Ukraine, Syria, the South China Sea, and 
elsewhere, and they are using this to their advantage. As Russian Chief of 
the General Staff General Valery Gerasimov asserts:

In the 21st century, a tendency toward the elimination of the differ-
ences between the states of war and peace is becoming discernable.  
Wars are now not even declared, but having begun, are not going 
according to a pattern we are accustomed to.26 

Operating in the gray zone is a way of mitigating risk and avoiding a kinetic 
response by the United States and the West. Risk is lowest if they can mini-
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Of course, no single volume can cover a topic as vast and complex as the 
gray zone and this volume does not attempt to. For example, Russia’s  
recent weaponization of its energy resources could reasonably be considered 
a gray zone tactic but it is not discussed in this volume. Instead, this volume 
stresses military aspect of gray zone operations particularly as they relate to 
Canadian, U.S. and NATO SOF.
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obtain its desired outcomes. During World War II, the term “superpower”  
surfaced in common vernacular to describe a state that could act unilaterally 
and exert global influence.1 Scholars often ascribe the term “hegemon” or 
“global hegemon” to these states, as they are the most dominant actors in 
the international system. 

Power can be further dichotomized into “hard power” and “soft power.” 
Hard power tends to be coercive in nature; the attributes of hard power 
include conventional and non-conventional forces, military manpower, 
the threat of sanctions, mutual defense agreements, and coercive diplo-
matic tactics. In contrast, ‘soft power’ describes the sway of attraction to  
obtain preferred policy outcomes.2 Soft power includes many intangible and 
hard-to-measure characteristics such as: shared values, education, media, 
literature, religion, and public diplomacy.  Political scientists and policy 
experts have created numerous indices to measure hard and soft power.3 
A country is typically shown to have more hard power when they have a 
nuclear capability, strong conventional forces, global reach, alliances, and 
a robust economy. Soft power is less coercive, it functions as a mechanism 
for building trust between countries, the cornerstone of how social capital 
bonds people towards similar policy outcomes.4 Meanwhile, much of the 
literature on ‘great power’ politics and competition only considers ‘hard’ 
power strategies and tactics. While ‘hard’ power is routinely at the forefront 
of policy debates and budget negotiations, the advantages gained through 
the application ‘soft’ power are often understudied, misunderstood, or  
ignored.
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influence. Alternatively, in unipolar global world the global hegemon 
expands influence without major competitors, and the multipolar world 
presents a dynamic system of nation-states, where many global powers 
compete for influence and authority.  Most political scientists will argue 
that the multipolar world is the most dangerous as economic integration, 
complexity, and shifting relationships create more opportunities for tension 
and hostility. 

The post-World War II global order saw two major superpowers compete 
for global hegemony: the democratic and capitalist United States against 
the communist Soviet Union. The Americans were, without a doubt, tech-
nologically innovative during the latter half of the 20th century. Advances 
in technology enabled the U.S. armed forces to become the most expedition-
ary, most precise, and most lethal force in the world. During the Cold War, 
the bulk of U.S. and NATO defence spending went towards countering the 
Soviet threat. By the late 1980s and 1990s, the Americans focused on de-
veloping a strategy and force planning framework based on short, decisive, 
conventional warfare.  The 1991 Persian Gulf War epitomized the concept of 
limited conventional war fought with decisive, overwhelming force. During 
the 1990s, the Americans budgeted for an armed force that had the ability to 
fight two conventional major regional contingencies (MRCs) and promoted a 
national security strategy of “engagement and enlargement” with potential 
adversaries. In 1995, the United States National Military Strategy (NMS) 
called for the ability to achieve “decisive victory” in two MRCs and “rapid 
response” to areas of conflict.6 The Americans also sought a reduction of 
their military’s end strength, but at the same time an increase in efficiency 
and effectiveness. Yet, while technology dictated how the U.S. military would 
engage in conflict, the strategic setting of the global world order indicated 
the kind of conflict that emerged. So, despite being the global hegemon in a 
unipolar world order and having the most technologically advanced military 
in the world, the U.S. armed forces were ill-prepared for the demands  
of counterterrorism, counterinsurgency, and stability operations in the  
21st century. 

Like their Cold War adversaries, for most of the 20th century, Soviet military 
planners embraced the “big war” paradigm. For instance, Soviet forces that 
invaded Afghanistan in the late 1970s did so with artillery, tanks, and phase 
lines.7 To mitigate the challenge of fighting rogue Afghan guerrillas, however, 
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are driven to maintain supremacy and contain potential peer competitors. 
Logically, this leads to power projection on two fronts: in Eastern Europe, 
NATO must exert pressure to contain a revisionist Russia, and the U.S. must 
maintain a strong Pacific presence to thwart Chinese aggression. The U.S. 
military’s pivot to Asia is a logical security strategy under this construct, 
as most of friction with China is likely to take place in the Indo-Pacific  
theatre of operations (but not in China itself). From the Russian standpoint, 
energy exports to Western Europe, strategic access to Mediterranean Sea, 
and the economic advantages of being a principal arms supplier put them in 
contention with U.S. and Western policy-makers. Meanwhile, the Chinese 
have been growing their influence, but their policies towards minorities, 
activities in the South China Sea, hostility towards Taiwan and Hong Kong, 
disruptions in the Arctic, as well as the debt diplomacy of the Belt and Road 
Initiative have caused angst amongst the world’s policy-makers.

CROSS-DOMAIN IRREGULAR COMPETITION 

The political realist may posit that the 21st century’s conflicts are a direct 
reflection of a world order in transition. Much like the posturing of 
the Cold War, the era of great power competition could see increased  
hostility amongst the great powers but very little direct kinetic conflict 
between them. As the leaders of nuclear countries, American, Russian, 
and Chinese policy-makers understand there are severe political, military, 
and economic disadvantages to engaging in a major conventional conflict  
with another nuclear power. Because nuclear war carries such a catastrophic 
outcome, belligerents operating in the “gray zone” will purposely keep the 
competition below the threshold of great power kinetic conflict.  

Nuclear war notwithstanding, the emergent global world order begets  
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FSA’s goals, Assad’s relationship with Russia made it extremely difficult  
for them to support the democratically-oriented revolutionaries. 

The upheaval and precarious decision-making in small and weak states can 
also exacerbate the proliferation of sub-state actors. For instance, during the 
Syrian Civil War, the ungoverned spaces in Syria’s eastern provinces were 
susceptible to influence from sub-state actors. Concurrent to the defection 
of military members from the democratically-oriented FSA, Salafist gueril-
las organized an anti-government front known as Jabhat al-Nusra. By early 
2014, the central-Syrian town of Raqqa became known as the “hotel of the 
revolution” where ideological combatants, freedom fighters, and renegade 
mercenaries coalesced to organize their forces. Over time, the conflict grew 



18
OPERATING ON THE MARGINS 

SOF IN THE GRAY ZONE

C H A P T E R  1

vehemently rejects Israel and pushes a fervent anti-Western narrative. 
Yet, there is an inherent trade-off between the principal’s interests and the 
agent’s behaviour. While agents view principals as necessary for establish-
ing their capabilities and growing capacity, they also know that sponsorship 
is based on the principal’s calculations of self-interest, not their own. 
Some principals abandon sub-state actors due to domestic and geopolitical  
factors, which causes sub-state actors to seek alternate means of support  
and patronage.

This convergence of sub-state actors and proxy forces is strikingly evident 
in the Middle Eastern country of Yemen. Yemen presents a complex and 
ever-changing security situation; the country is a product of its externally-
backed militant groups, a history of civil wars and armed resistance, tribal 
powers with access to modern weapons, historical enmity, and the contin-
ued degradation of their weakened political apparatus. Social corruption, 
political and military defections, and the imbalance of power among local 
elites sustain Yemen’s highly destructive environment. To add to the com-
plex security dynamics, Yemen has a growing sectarian fault line amongst 
its religious populations. The chaos in Yemen provides the Middle East’s 
regional hegemons, like Iran and the Saudi Arabia, an alibi to conduct a 
proxy conflict through the country’s religious factions. The chaotic political 
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enabling malign actors to exfiltrate data, insert malicious content, or  
otherwise exploit these vulnerabilities. 

In the gray zone, belligerent actors and cyber mercenaries can intimidate 
adversaries, steal technology, and compromise data and control systems. The 
second and third order effects of such actions can influence decision-making 
at the strategic level; belligerent forces may knowingly or unknowingly 
cause major economic disruptions to the interests of the great powers. In 
2017, ransomware infected a single internet-connected computer residing 
on the company Maersk’s network. Danish-owned Maersk is the world’s 
largest container shipping company and accounts for a fifth of the entire 
world’s shipping capacity.12 In 2018, there was a ransomware attack on the 
third-largest shipping company in the world, the China Ocean Shipping 
Company (COSCO). In both cases, the ransomware spread quickly across 
the companies’ global IT infrastructure, encrypting hard drives across 
global offices.13 The attacks compromised port terminals, logistics programs,  
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RE-FRAMING NATO PERSPECTIVES OF 
21ST CENTURY CONFLICT AND SPECIAL 
OPERATIONS IMPLICATIONS

DR. HOWARD G. COOMBS

The nature of war has not changed,  
but that which surrounds and enables war has.1

Major-General (Retired) Walter M. Holmes, MBE, OStJSB, MSM, CD
Commander, Allied Command Europe Mobile Force (Land) (1999-2000)

After a presentation on his experiences as a United Nations peacekeeper 
in the Middle East and Cyprus, one of the Royal Military College of  
Canada (RMC) students in the audience asked Major-General (Retired)  
Walter Holmes what one should study to ready oneself for the challenges of 
current and future operations. To this question, Holmes in part answered 
with the above statement. This idea that it is the character of war, the way 
in which war manifests itself, which is constantly evolving, deserves further 
scrutiny. He highlighted that the nature of war, its underlying fundamen-
tals, particularly the human dimension remains the same. By examining how 
war shows itself and the factors behind that manifestation, one can obtain 
reasoned insights into the contemporary setting of deterrence and defence, 
as well as strategic approaches for NATO, and by extension its Special  
Operations Forces, in the 21st century security environment.

Critical to gaining this understanding is re-examining how NATO envisages 
conflict. One can argue that in the West, since the Napoleonic period, conflict 
has been viewed as a linear progression moving from activities that do not 
involve military force to those that require the use of that instrument. This 
reductionist perspective was in part due to two major contributing factors. 
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the idea of the state as the sole legitimate owner and arbiter of armed force.2 
However, in recent years, these notions have not been able to adequately 
deal with the challenges posed by the global security environment. This 
dilemma, has in turn, created a search for a new comprehension of warfare. 
Particularly, how we interpret the activities which comprise conflict, and 
along with that deal with them:

The combination of military and non-military tools by hostile states 
or non-state actors remains a major and growing security challenge. 
Hostile information campaigns or cyber attacks seek to hit Allied 
nations below the threshold of an armed attack, with the aim to  
destabilise and divide communities without fear of retribution.3

These hybrid activities in the gray zone have proven especially problematic 
from a NATO perspective, which relies on alliance-generated security forces 
to prevent and defend against challenges that are not always straightforward 
to discern, delineate, deter, or destroy.

21st century adversaries can be individuals or groups, in addition to states. 
They are empowered by information and technology, presenting dilemmas 
that are difficult to predict and ever-changing. These challenges sometimes 
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likely not involve military force and are a prime operating environment  
for special operations.7 

Despite giving a broader approach to understanding the character of war, 
this theoretical approach is also lacking and requires further refinement 
to be useful as a strategic tool. Only by re-conceptualizing how one views 
the totality of these activities and how they interrelate can one create a 
common understanding and shared awareness of the security environment. 
Moreover, from that the next step is to come to agreement about how to deal 
with these challenges within the NATO requirement of deter and defend, 
particularly in examining the role of NATO SOF within the gray zone. 

Using a trifurcated model of war, peace and gray zone actions continue to 
perpetuate the idea of a delineated approach to understanding conflict. 
Ideas of peace and war are visibly recognized. Nevertheless, despite being 
acknowledged, all those other activities that are not peace or not war,  
in the gray zone, remain amorphous, their presence contrary to vital and 
important interests. Even knowing that the gray zone exists is insufficient. 
The adversarial intent of gray zone events is normally recognized too late 
by decision-makers to effectively engage to pre-empt, disrupt or neutralize 
the action. Plus, due to the nature of these gray zone activities it is tactical 
military commanders or representatives of civilian agencies who are the first 
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The 2018 United States “Joint Concept for Integrated Campaigning” sug-
gests a “competition continuum” to re-imagine the fashion in which the 
challenges of the international security environment are interpreted and re-
solved. Using the foundation of multi-domain battle, or ideas of fighting in 
across domains, including air, land, sea, space, cyberspace, electromagnetic 
spectrum, as well as the cognitive element of human perception, enabled by 
technology, the competition continuum has three states of interactions, or 
international relations:

1.	 armed conflict – violence is the instrument by which interests are 
satisfied;

2.	 competition below armed conflict – there are conflicting interests 
but those involved do not wish armed conflict and take other ac-
tions to advance their purposes; and 

3.	 cooperation – includes commonly advantageous relations amongst 
actors with aligned interests. 

These three major elements can be divided into sub-sections providing 
activity guidance which would match strategic objectives. Within these 
activities are opportunities to work with partners to be able to deal these 
international challenges and achieve strategic objectives or ends, devising 
options or ways, and using the widest variety of instruments or means.8  
Canada has continued to build upon the ideas of the competition continu-
um to create a holistic strategic tool that assists with comprehending the  
21st century security setting.

The 2019 “Pan-Domain Force Employment Concept,” although not adopted 
as doctrine, presents a somewhat more nuanced model to describe and com-
prehend competitive actions. It is designed to encompass a greater range 
of competition between states, partners, and challengers than the compe-
tition continuum. Underpinning it is an assumption that all cross-domain 
activities will be integrated with allies and regional partners, and includes 
military and non-military activity. The key difference with the American 
model is that the latter is more focused on enabling the United States Joint 
Force, rather than ideas of an integrated civil-military force employment 
model, including if necessary multiple state and non-state members. It, like 
the United States “Joint Concept for Integrated Campaigning,” is reliant on 
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technology to create adaptive comprehensive responses that will effectively 
and quickly respond to security challenges. Plus, it aims at generating a 
rapid decide-act cycle that will dislocate adversaries.9

The matrix of competition shown at Figure 1 outlines competitive actions 
along a two-dimensional matrix form. One axis provides a range of per-
suasive to coercive activities and the other axis gives a spectrum of state 
participation, from overt state involvement through to covert or no state 
involvement. This matrix shows individual actions in the context of the 
method, whether violent or nonviolent, and then identifies the actor, state 
or non-state, utilizing that means. By eschewing the level of violence as 
the principal descriptor, this matrix provides users a greater ability to nu-
ance explanation of possible adversarial actions. Other conflict activities 
like “conventional warfare,” “limited warfare,” and “gray zone conflict” 
are depicted at Figure 1 to show that their breadth and detail that can be 
encompassed across range of actions.10
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actions over time shows the extent and amount/expression of these activities 
in a given period – and importantly the rate of intensification or de-escalation 
stemming from actions or counteractions. This analytical and predictive 
aspect of the system shown in Figure 2 is highly valuable in campaign and 
operational planning. It provides:

1.	 a comprehension of the fluidity of these competitive security  
setting;

2.	 a demonstration of how adversaries use various activities and events 
to circumvent provocation and restrict NATO choices; and

3.	 it is valuable, even indispensable, to gaining understanding of a 
response that will result in desired NATO objectives.  
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NATO. The matrix of competition expresses a paradigm that can shape not 
only military and non-military operations and activities, but the utilization 
of all instruments of Alliance power, including SOF, by providing a fulsome 
comprehension of the scope, scale and strength of oppositional activities 
through time.13

The implications of this exploration of the changed character of war lead to 
three conclusions that are relevant to NATO and its SOF. First, strategic clar-
ity is required in understanding the evolving character of war and how the 
expression of conflict has changed. A degree of conceptual confusion exists 
through imprecise terminology and constructs. This inhibits the creation of 
integrated strategy. The Alliance needs to create understanding of what is, 
in effect, “the new normal.” Adopting more nuanced models of war such as 
the competition matrix may allow for better strategic dialogue and informed 
comprehension of deterrence and defence. Such clarification will permit the 
roles and responsibilities of SOF to be more clearly defined and give greater 
ability to optimize the potential inherent in special operations activities in 
the gray zone.

Second, the need for a well-constructed strategic narrative is fundamental.  
This is explained by Emile Simpson, a former  British Army  officer and a 
Junior Fellow at Harvard University, who writes that the “Strategic narra-
tive expresses strategy as a story, to explain one’s actions.” It serves several 
purposes, from aligning one’s own forces through the creation of common un-
derstanding and shared purpose, to convincing opponents and others of one’s 
policy goals or ends.14 Additionally, and importantly to NATO, the strategic 
narrative (1) allows those who are first responders to make decisions based on 
the strategic narrative and (2) ensures that civilian populations understand 
strategic objectives obviating the impact of adversarial activities, particu-
larly those below the threshold of violence. SOF can act as an integral part  
of strategic narrative activities by acting as a horizontal and vertical inte-
grator of efforts to communicate a coherent and consistent narrative. Plus,  
they can measure the effectiveness of the strategic narrative and communicate 
that understanding to the highest political and military authorities. 

Last, strategic partnering with non-NATO states, other international or-
ganizations and civilian agencies, to name a few, will allow for integrated 
activities that will address the ways and means of a comprehensive approach 
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This chapter articulates the alignment between the strategy and the theory, 
showing the contribution CANSOF can make towards attribution, projec-
tion, and protection against threats in the gray zone. 

BACKGROUND

The CANSOFCOM 2019 Strategy, Beyond the Horizon, describes the role  
of Special Operations Forces (SOF) within gray zone conflict (below the 
threshold of conventional warfare) as contributing to “leveling the playing 
field” against adversary military power through Attribution, Projection (of 
power) and Protection while operating within an interstitial space between 
national defence and national security. Beyond the Horizon describes these 
functions as:2 

Attribution – Asymmetric activity is often undertaken by actors 
who wish to hide or obfuscate their involvement. Lack of clear attri-
bution limits the spectrum of response options, including the use of 
force, whereas the ability to attribute activity to specific actors limits 
the freedom of action of those opponents. By helping to illuminate 
and understand nefarious activity, CANSOFCOM plays an important 
role in elevating actions out of the grey space, informing collective 
defence and security responses, supporting effective deterrence, and 
widening the Government’s latitude to respond. 

Projection – The power to hurt opponents at points of vulnerability 
through asymmetric SOF capabilities and the threat of the power 
to do so allows for a level of control in grey space conflict. When 
adversaries know how a scenario will end before it ever begins, they 
are deterred from engagement or escalation, whether through the 
threat of use of information; the creation of strategic leverage; or 
precise kinetic action. In this way, the projection of SOF Power helps 
preserve national freedom of action. 

Protection – Effective and active protection capabilities limit the op-
tions of an opponent while preserving Canada’s own national power. 
CANSOFCOM is able to help shield national systems from threats 
by recognizing and removing or mitigating the vulnerability points 
before they become liabilities, enhancing the overall level of collec-
tive national resilience.3 
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The concept of “leveling the playing field” outlines the need to establish 
norms in what is currently a largely ungoverned conflict space and estab-
lish a narrative for CANSOFCOM that extends beyond the present security 



34
OPERATING ON THE MARGINS 

SOF IN THE GRAY ZONE

C H A P T E R  3

There has been significant discussion within military circles as to whether 
the nature of conflict is changing in a 21st century world. Regardless of 
where one lands within this debate, it can be opined with some confidence 
that conflict in all its forms will remain a human-based social affair, at least 
until the end of this century.5 This means that the adversary in any conflict 
remains another group of human beings. Thus, the adversary within any 
competition or conflict remains just as fragile and challenged with sustain-
ing its own effective power as any on the friendly side of the equation.

It is important to recognize that gray zone conflict has the same fundamental 
nature as other zones of conflict; it is as old as humanity itself and remains 
a contest between two or more collective assemblies of human will. The 
means (elements of national power) and the ends (strategic objectives) are 
essentially the same as in other zones of conflict, where they differ is in the 
ways (options).

Canadian military doctrine is clear on the role of military power, regardless 
of context.  Deterrence and coercion are the raison d’être for military forces, 
however, neither necessarily requires the application of lethal force. They 
are tools to persuade an adversary to behave in a manner consistent with 
Canadian interests and they are therefore an important corollary to the other 
instruments of national power. These abilities to deter or coerce with real 
effect are the essence of the utility of the instrument of military power. The 
vital underpinnings of deterrence and coercion are their credibility and the 
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to take a particular course of action against a state, coercion seeks 
to persuade or force others to act in a manner contrary to their own 
national interest. There is sufficient overlap between deterrence and 
coercion that it is difficult to determine the exact method of persua-
sion to be applied, and a combination of the two is often required. As 
with deterrence, coercion is relevant at all levels of war.8 

Taking this and applying it to the concept of gray zone conflict, one can see 
that the same fundamental principles apply. Gray zone conflict, from a mili-
tary perspective, is less about “what or why”, as fundamentally the theories 
of the application of military power remain consistent, including the use of 
destructive power in a combination of deterrence and coercion. The dilem-
mas of gray zone conflict are much more about who, how and where. 

A MILITARY CONCEPT OF THE GRAY ZONE

To paraphrase military theorist Reginald Bretnor, any military theory should 
be a representative map of “how and why”.9 While short of a full theory – 
more of a hypothesis  – what follows constitutes an assembly of concepts 
that attempt to visualize and contextualize the application of military power 
within gray zone conflict. It attempts to lay out the who, how and where of 
the role of the military in a gray zone context.

Many contemporary thinkers advocate that we must rely on inoculative 
defence – which is simply a form of deterrence through denial.10 This is 
often portrayed as a matter of developing resilience to the wide spectrum 
of threats in the gray zone.11 Despite extensive evidence, others deny the 
effectiveness of gray zone aggression12, or do not recognize the gray zone 
as a military problem at all and suggest that solutions to below threshold  
aggression should be primarily political and collective.13 Some others instead 
see potential through mechanisms such as Reflexive Control or a new form 
of “Chaoplexic” Warfare.14 In various venues and forums questions about 
deterrence and coercion in the gray zone continue to be asked, but thus far, 
no firm answers seem forthcoming. What seems certain is that the employ-
ment of military power in the gray zone must take a system-based approach 
based on fundamental deterrence and coercive functions, and that military 
deterrence and coercion are co-dependent systems to which military power 
contributes.
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solutions as there is no existing RBIO framework that sets out rules of en-
gagement for these actions. This western reliance on the RBIO framework 
and narrow perspective of conflict is a strategic disadvantage. Resultantly, 
there is a need to consider that the “coercion-deterrence dynamic” pre-
sented in Figure 1 to counter aggressive strategies of adversaries requires 
rethinking how we engage, but it does not mean that we will have to give up 
who we are as a nation.
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of negative decision and SOF is the role of the Special Operations Executive 
(SOE) in Europe after June 1940 and the Battle of France. By all military 
measures, France and the Lowland countries were decisively defeated, and 
Germany moved into a strategic occupation phase. It is proposed that the 
role of the SOE, a force famously lacking in positive strategic decision, was 
to un-decide the decisive defeat of Europe. It did this job with alacrity 
and aplomb, at its high point had 13,000 partisans all actively terrorizing  
occupation and collaborative administrations. What is important is not the 
damage that SOE and its operatives did physically, it was their ability to 
un-decide – reverse – the loss of mainland Europe in the minds of the Allies, 
citizenry in the occupation zones and the German occupiers themselves that 
created one of the most significant negative strategic decisions in the Second 
World War.17 

The second is a non-decision – decisions rendered impossible – which can 
be as significant in below threshold conflict is within traditional warfare.18 
Adversaries are employing mechanisms such as reflexive control and infor-
mation operations designed to split the will of a nation to deliver strategic 
effects that render issues non-decidable in the contemporary environment. 
The impact and reaction to the COVID-19 pandemic highlights that extant 
divisive conditions, enriched and empowered by external state (and non-
state actors), may result in one of the most widespread employments of 
strategic non-decisions in modern history – possibly second only to climate 
change – and the impacts of this reality do not require much expansion here.

Negative decision, the unmaking of a conclusion, the re-asking of a ques-
tion, appears to also have a special role in the gray zone. The mechanism to 
create the conditions for negative decision lend themselves well to ambigu-
ity – one could say they leverage ambiguity – while creating “menace to 
conventions” and “risk dilemma” that essentially make it easier to leave 
something undecided, which constitutes a negative decision.19

In summary, a role for the military in gray zone conflict is to support the 
creation of strategic coercive and deterrence options that enable the projec-
tion of negative decision spaces upon adversaries, while at the same time 
also enabling the pursuit of our own positive decisions in a whole of con-
flict strategy. CANSOF’s role within Great Power Competition is to focus on  
Attribution, Power Projection and Protection within the gray zone of  



39
OPERATING ON THE MARGINS 
SOF IN THE GRAY ZONE 

C H A P T E R  3

conflict to counter hybrid and subversive actions by adversaries. In each  
of these areas, CANSOF have either demonstrated or have the potential to  
generate, capabilities and effects that are consistent with their stated role.

The role of attribution is to establish legitimacy for action in defence of 
threats while de-legitimizing those of an opponent. Asymmetric activity 
within a gray zone context is undertaken by actors who wish to hide their 
activities, involvement, and intent. CANSOF’s ability to conduct physical 
attribution support, for example, through their Sensitive Site Exploitation 
(SSE) capabilities, was well demonstrated in Afghanistan and in subsequent 
Counter-Violent Extremist Organization (C-VEO) operations. CANSOF also 
demonstrated an ability to support attribution on C-VEO operations globally. 
These capabilities will need to be re-orientated and, in some cases, expanded 
upon for a gray zone context but the principles are already well established. 

The role of power projection is to create coercive threats for an adversary. 
These threats may create deterrence or when exercised may force changes 
of behaviours, particularly in the case of negative decision spaces. As noted 
previously, the power to hurt opponents at points of vulnerability through 
asymmetric SOF capabilities and the threat of the power to do so allows 
for a level of control in gray space conflict. In their role of power projec-
tion, CANSOF are well positioned but will need to consider the new global 
environment. In C-VEO, CANSOF stood at high-readiness to project national 
military power globally in crisis response. Either in Hostage Rescue Opera-
tions or the prosecution of High Value Targets, CANSOF have a solid track 
record in demonstrating an ability to project physical force with high preci-
sion effectively.  

The role of protection is to first support deterrence through denial, and 
second, establish mechanisms able to conduct rapid mitigation against 
adversarial effects. Effective and active protection capabilities limit the  
options of an opponent while preserving Canada’s own national power. In 
the gray zone the challenges to protection will be significantly more daunt-
ing. First the threshold of conflict will demand far higher levels of precision 
and me47i Ceshold of conflict hol- 
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by adversarial state sponsors. Finally, the projection of physical power is 
an extreme measure in the gray zone, CANSOF will also be required to  
support and enable the projection of other forms of national power. The 
role of CANSOF within protection may be well demonstrated within C-VEO, 
particularly in inter-agency cooperation. CANSOF’s capabilities make them 
uniquely able to make human connections in the defence of national systems 
and preservation of strategic narratives. Those connections expand interop-
erability, cooperation and information sharing between the CAF and the 
rest of government, building on existing relationships. CANSOF’s function 
as translator and inter-agency adhesive within the CAF, Canadian Govern-
ment and with allies has untapped potential within a gray zone context and  
merits further exploration.

CANSOF IN THE GRAY ZONE

One can argue that the role of SOF in the gray zone is that of the creation of 
precision human-based physical effects. This is not to say that SOF are not 
able to conduct functions such as the collection or projection of informa-
tion (cognitive and moral) within the realm of capabilities such as special 
reconnaissance. SOF also have a long history of creating access and mak-
ing connections between human beings and social networks, the realm of  
special warfare. In all these cases, the effect is generated by projecting a 
human as physically far forward as possible by any military capability; the 
land forces define where forward is, maritime and airpower shape that defi-
nition, yet SOF puts a human and all the military capabilities it can generate 
inside the room. Almost all SOF capability depends on a physical human 
presence and has so for centuries. Further, these capabilities are directed at 
other physical human beings, down to an individual person level; what SOF 
lacks in mass, it makes up for in resolution. Historical and contemporary 
studies of the employment of gray zone concepts highlights a collection of a 
specific set of military capabilities (Cyber, Information Operations/Influence 
Activities, Military Intelligence, and SOF). Together, it is posited in Figure 3 
that these collectively create a combined/joint team of military capabilities 
that are not only complementary to each other but also Whole of Govern-
ment in the application of coercive effects within the gray zone.
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FIGURE 3: Complementary Gray Zone Capabilities

It is suggested in Figure 4 that the role of CANSOF with the gray zone can 
be derived from their unique position between the architecture of National 
Security and National Defence. CANSOF in this nexus space can uniquely 
fill the roles of signal, sensor, weapon, and integrator.
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FIGURE 4: Role of CANSOF within National Security and Defence Nexus
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A Joint Strategic Integrator. A low overhead, high value demon-
stration of the value of SOF in the grey zone is the ability to bring 
together disparate elements of the National Security enterprise 
with elements of National Defence. Facilitation of coherence and 
the reliability of capability, coupled with the ability to create access 
anywhere are tools unique to CANSOF. By generating collaboration 
and even proximity between the various elements of NS and ND, 
SOF can continue to be a catalyst for shared consciousness and an 
incubator of fusion between the elements of national power. SOF can 
ensure that awareness transmits through the resultant network that 
it creates, generating momentum and energy that can be used to fuel/
accelerate the system. 

Table 1 summarizes these ideas into a single matrix:

TABLE 1: CANSOF in the Gray Zone





45
OPERATING ON THE MARGINS 
SOF IN THE GRAY ZONE 

C H A P T E R  3

Adversary 
Power

Military Deterrence Military Coercion

Supports

INT

IA/IO Cyber

SOF

Creates

Enables

FIGURE 5: Military Deterrence and Coercion

SOF’s role is therefore to support military deterrence and create strategic 
military coercive options that support the projection of negative decision 
spaces on adversaries and enable the pursuit of our own positive decisions 
in a whole of conflict strategy. For CANSOF, this can be achieved by sup-
porting attribution, power projection and protection in the gray zone to 
create equilibrium and counter adversary hostile actions by operating as a 
sensor, signal, weapon and integrator in the National Defence and National 
Security domains.
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SPECIAL OPERATIONS FORCES COLLECTIVE 
TRAINING FOR THE GRAY ZONE

LIEUTENANT-COLONEL (RETIRED) TODD S. SCHARLACH

Across the Western world, within national defence, national security and 
special operations communities, much discussion has taken place regarding 
the threat to the international rules-based system and how national security 
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how they can further the achievement of SOF roles and tasks in gray zone 
operations.

DEFINING “THE GRAY ZONE”

Gray zone warfare, hybrid warfare, new generation warfare and unrestricted 
warfare are all terms used to describe security challenges, and responses to 
those challenges, among and within nation-states, and non-state actors, that 
lay between traditional war and peace. In Beyond the Horizon: A Strategy 
for Canada’s Special Operations Forces in an Evolving Security Environment, 
gray space (or zone) conflict is described as activity, “that is coercive and 
aggressive in nature and that is deliberately designed to remain below the 
threshold of conventional military conflict and open inter-state war, while 
at the same time falling outside the established norms of societal discourse 
of nations.”1 Gray zone activities are characterised by vagueness of intent, 
opacity of actors and uncertainty of policy and legal frameworks to be used 
in response.2 

SOF ROLES AND STRATEGIC FUNCTIONS IN THE 
GRAY ZONE

The Canadian Special Operations Forces Command (CANSOFCOM) Com-
mander’s Action Group (CAG) has identified four key roles that SOF can 
perform in the gray zone: Sensor, Signal, Weapon and Integrator. More 
specifically:

SOF as a Strategic Sensor – SOF have the ability to put a thinking 
human being into places conventional forces cannot go. Having done 
so, that person then has the ability to map human networks and 
understand the people acting within and upon said networks. In so 
doing, that SOF element can provide illumination, access, awareness 
and attribution.

SOF as a Strategic Signal – SOF can be used as demonstration of  
national will or intent. By deploying SOF, a nation can indicate to 
allies, partners and adversaries what it sees as being important. As 
such, SOF can demonstrate cooperation and competition.
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SOF as a Strategic Weapon – This is a fundamental role for SOF in 
grey zone actions, for it is able to apply force, up to lethal force if 
so authorized, in below threshold activities. SOF also has non-lethal 
capabilities that can be used in grey zone activities. Besides acting as 
a weapon itself, SOF can generate other weapons by building capac-
ity in partner nation’s SOF enterprises that can then be employed 
in the grey zone conflict. As such, SOF can provide deterrence  
and coercion. 

SOF as a Strategic Integrator – SOF is an indispensable component 
in linking national defence elements with national security partners 
domestically and internationally. SOF inherently connects entities as 
it expands its own networks. In so doing SOF, provides transmission 
and translation.3    

Notwithstanding SOF’s roles within the gray zone, SOF can also provide 
additional valuable strategic functions:  

Attribution – Actors conducting nefarious, below the threshold ac-
tivities may wish to remain unknown and thus unattributable. SOF 
can play a significant role in attributing the involvement of these 
actors and their activities allowing them to be held accountable for 
their actions. 

Projection – Adversaries seeking to create harm may well re-think 
their aims and/or methods if they know that that SOF elements can 
project capabilities to lessen or completely negate their actions. In 
other words, by showing that SOF can project capabilities, SOF can 
prevent adversaries from even initiating certain nefarious actions. 

Protection – SOF can assist with the shielding of national power by 
identifying and safeguarding key assets and capabilities.4

SOF COLLECTIVE TRAINING EVENTS AND THEIR USE 
IN THE GRAY ZONE

The contribution of SOF through their roles and functions in the gray zone is 
clear. What many fail to fully understand, however, is the value and utility 
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of SOF collective training events in achieving effects in today’s competi-
tive environment. Quite simply, SOF elements participate in many types of 
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clear signal to all that said nation places importance in its relationship with 
that partner. It is also a method by which a nation can project capabilities, 
newly developed or refurbished, that it wishes to reveal to partners and 
adversaries. Conversely, we must be wary of employing capabilities on exer-
cises that we wish to conceal, hence the constant need to weigh the “conceal 
versus reveal” risk benefit analysis.  

CULEXs/FTXs also allow SOF elements to plan, coordinate and conduct 
activities from the tactical to strategic levels as they progress through the 
exercise life cycle. The relationships built over the period of the life cycle 
will carry over into post-exercise real-world operations. This outcome means 
that an FTX is an ideal method by which national level SOF entities can 
“break-in” to a new relationship with another nation and begin the inte-
gration process that strengthens the relationship. For instance, in the early 
2010s CANSOFCOM participated in the Special Operations Command South 
(SOCSOUTH) led FUERZAS COMANDO exercise which helped the Com-
mand to establish relationships with several South and Central American 
nations.  

In a similar fashion, another benefit of conducting CULEXs/FTXs with a 
partner nation is that you are “sharpening the edge” of the weapon that is 
SOF. Whether a SOF entity is conducting a CULEX with a partner nation’s 
SOF, having completed a capability building training program with them, or 
a SOF entity is working with a peer nation to enhance their own capabilities, 
the respective participants are building/enhancing their SOF proficiency. 
The capabilities built, or refined, on exercise are thus available for employ-
ment on operations.

The entire life cycle of CULEXs/FTXs provide an optimal situation for SOF 
to act as a sensor. The planning and coordinating events within the exercise 
life cycle provide opportunities, especially when situated in new or con-
tested areas, for SOF elements to better understand the culture, history and 
demography of an area. This knowledge then can lead to the development 
of new and expanded relationships that are critical to the success of SOF.     

Finally, experimentation or demonstration exercises are also extremely  
valuable. Similar to other training events, there is much that can be  
gained during the life cycle of an experiment/demonstration to include 
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relationship building, integrating and sensing.  At the same time, the ex-
periment/demonstration is critical to the development of SOF technical 
capabilities (i.e., ensuring SOF can function as a weapon). Experimentation 
plays a key role in determining interoperability of capabilities while dem-
onstrations can then be used to display a capability to partners, allies and 
adversaries. Table 1 illustrates the relationship between SOF Roles, functions 
and collective training activities in the gray zone.
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TABLE 1: SOF Gray Zone Roles, Functions and Collective Training Activities.

CONCLUSION

Utilizing the SOF roles and functions for gray zone operations, this chapter 
has demonstrated how SOF collective training events are more than simple 
readiness activities. Collective training events, from conception, right 
through to reviewing the results of the exercise via the exercise life cycle, 
can be used to achieve specific effects in below the threshold operations – 
within the gray zone. Specifically, SOF collective training events can fulfil 
SOF functions within gray zone operations by enabling SOF to achieve the 
role of sensor, signal, weapon and integrator. Consequently, SOF planners 
must be aware and take advantage of the benefits that can be derived from 
collective training events. If they are not using collective training events 
to achieve gray zone outcomes, they are limiting themselves in how they 
can achieve best results in advancing national or alliance objectives in the  
gray zone.
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not be optimally aligned for the demands of this new and less delineated 
era of strategic competition. For Canada, and specifically CANSOFCOM, its 
position in this arena of competition brings unique challenges. As a (gener-
ously described) middle power without a clearly articulated foreign policy 
nor national strategy6, CANSOFCOM struggles to identify the immediate 
objectives that are required to achieve higher-level, national goals. Without 
objectives, there can be no planned operations. Without these deliberate 
operations, CANSOFCOM is forced to remain reactive and wait for the 
next crisis. So, in the interim what does CANSOFCOM do? SOF attempts to  
address novel problems where an existing solution does not exist,7 but what 
happens when “We just can’t quite define the problem that needs to be 
solved?”  

In this fog of strategic ambiguity and uncertainty, one is left wondering to 
which azimuth can compasses be set? How does one navigate to an unknown 
destination? Traditional planning methodologies, which fundamentally 
rely on identifying a final objective and working backwards through inter- 
mediate and initial objectives to a start point, fall woefully short in assisting 
to formulate an answer.8 CANSOFCOM may have a vast arsenal of ways and 
means, but lacks sufficient information to deduce the ends. Nevertheless, 
there is an alternate approach.  By embracing the philosophy of design think-
ing and by manifesting design methodologies to address the requirements 
of SOF campaigning, CANSOFCOM can make positive forward progress  
and develop actionable strategies and operations that will deliver the com-
petitive advantage for Canada.

UNDERSTANDING THE CURRENT SYSTEM

What are the primary characteristics of this era of strategic competition in 
which Canada and its allies find themselves? While it has already been stated 
that the phenomenon of nation states struggling to attain a strategic advan-
tage is ageless, there are other new and emerging conditions facing Canada 
today. The understanding and, related to that, the stability of alliances and 
partnerships are challenged in this new multi-polar, competitive world.9 
Other states are no longer simply classified as “friend” or “adversary” as 
Canada now acknowledges that we could simultaneously coexist, compete, 
cooperate, and challenge the same country but on different issues.10 Ampli-
fying this uncertainty is the increased use of “below-threshold” activities to 
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h.	 SOF lack the firepower, protection, and mass of the General-Purpose 
Forces. To offset these limitations, SOF will emphasize precise, 
stealthy, pro-active, creative, and indirect methods.  

Despite all these seemingly positive qualities, CANSOFCOM is not a pana-
cea to Canada’s struggle for positional advantage in the arena of strategic 
competition. This in largely due to the single largest issue confronting  
CANSOFCOM, and its joint and inter-agency partners, is the fact that Canada 
is unable to clearly define the meaning of “advantage” in a concrete and 
measurable fashion. Arguably the prevailing attitude is that “We may not 
know how to explain what it is, but we’re certain we’ll know it when we 
see it.” This uncertainty and doubt create a degree of strategic paralysis 
in military and political decision-makers and consequently the utility of 
CANSOFCOM’s qualities is blunted. Without a clear strategy to unify and 
synchronize our activities, we are left waiting for a crisis to respond to, 
while our adversaries continue to act below the threshold of provoking one.    

In this environment, the application of traditional military planning  
methods to determine how and what CANSOFCOM can contribute to gain 
strategic advantage is ineffective. The Joint Operational Planning Process 
(JOPP) is useful to focus and synchronize efforts and resources when con-
fronted with an identifiable problem or objective, but it is unable to create 
a viable plan when provided little more than broad policy statements, 
vague intentions, and unclear visions of an uncertain future. Even at higher  
military and political levels, the application of operational – or strategic 
– art seeks to identify centres of gravity to target, lines of effort to assign, 
and relies on the identification of the desired end-state. However, in today’s 
multi-polar world, with constantly shifting relationships that fluctuate 
between competition and cooperation, a lack of overtly attributable pro- 
vocation, and a global geography that has shrunk because of technology18, 
there is no realistic way to define a tangible strategic objective with any 
accuracy. It seems evident that “the only constant is change.” Given this 
unclear strategic situation a better way to address these dilemmas would 
be the adoption of an exploratory and innovative design mindset and the 
employment of reflective methodologies – in thought and action.
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be a sensor without sending inadvertent and unintended signals. SOF are 
optimized for “below threshold” activities in conditions of uncertainty.

A second common theme across SOF, design, and strategic competition is 
a systems-thinking perspective and an inter-disciplinary approach. Our 
primary adversaries in strategic competition, by virtue of their autocratic 
ruling methods and clear strategic objectives, are masters of leveraging and 
unifying all elements of their national power to pursue goals. Using econom-
ic or commercial means to gain global access and advance defence objectives, 
which in turn are leveraged for diplomatic effects, is routine practice in 
their “gray space” activities. In design, the embrace of systems thinking, 
and an inter-disciplinary philosophy enables the formulation of broader, 
more desired strategic futures. This more holistic approach allows greater 
flexibility and avoids the pitfalls of compartmented activities. Although 
firmly a military force, CANSOFCOM naturally exists at the intersection of 
defence and security and routinely works with partners in the diplomatic,
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This concept of moving from one temporary steppingstone to another that 
may or may not be visible from the onset is reflected in design methodology 
like the use of iterative and reflective cycles of divergent and convergent 
thinking. Design relies on incrementally building towards an undefined 
goal through localized and contextualized steps. All paths and options are 
examined at the onset of this iterative process, and it is only after taking a 
first step that changes to the situation, the effects of that first action, and the  
options for the next become apparent. Similarly, it is not uncommon for 
SOF to be thrust into an ambiguous setting with little more direction than 
“go forth and do good things.”25 SOF embrace the use of mission command 
and are best when empowered to use initiative and act based on local re-
quirements. Often being the elements furthest forward and attuned to local 
conditions, SOF can capitalize on this intimate understanding, placement, 
and access to have early recognition of change and seize fleeting opportuni-
ties, and deal with issues quickly before they escalate.

From even these few common themes, one can discern a synchronicity  
between the characteristics of SOF and design thinking and how they can be 
used in addressing the challenges of the strategic competition environment. 
These three themes of uncertainty, systems perspectives, and emergence 
provide start points from which to build the broad approach for a global 
SOF campaign. There is the nascent framework for design-oriented SOF  
strategic planning.    	

EXPERIMENTATION, EXPLORATION AND ITERATIVE 
REFLECTIVE PRACTICE
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do this as economically as possible due to the relatively meagre resources 
available to the Command and the requirement to maintain a strong opera-
tional reserve for crisis response.26 The intent of this design-oriented global 
campaign is not to achieve some ill-defined victory over an adversary, but to 
increase CANSOFCOM’s resting potential and broad insight.  

Building from CANSOFCOM’s strong relationships across the Canadian  
Defence, Security and Intelligence (DS&I) community, and its experience as 
an integrator of inter-agency effects, an analysis of common and complemen-
tary requirements can inform the selection and prioritization of geographic 
areas (regions or specific countries) where persistent and reliable placement 
and access would provide opportunities that could be leveraged across the 
Canadian DS&I community. The establishment of these divergent forward 
points of presence around the globe will, in essence, provide Canada with 
a network of low-maintenance, highly sensitive and tuned sensors and  
effectors that are able to feed reliable, accurate, and unfiltered information to 
decision-makers across the Government of Canada. This instant and intimate 
awareness will allow Canada, through CANSOFCOM or other government 
departments or agencies, to continually adjust its posture and placement  
to deal with the continuously evolving situations around the world.  

In some of these locations, persistent presence will incorporate the for-
eign policy or diplomatic signals delivered to allies and competitors about  
Canada’s interest and investment in the area. This could take the form of 
overt shows of CANSOFCOM activities, such as military training assistance 
missions or other inter-agency partnered operations. However, in other  
areas, the true value of the access created by forward positioning will lay in 
its ability to sense and understand local events and competitor intentions 
with no attribution to the Government of Canada and, therefore, allowing 
Canada’s foreign policy objectives in the area to remain ambiguous. In both 
cases, SOF adaptable-signature methods, martial skills, small footprint, and 
ability to self-direct collection of consequence on behalf of, or in partnership 
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found in most schools of design. When a situation emerges where physical 
action must be taken, or information that requires a response, or a priority 
event or crisis is detected by this wide-area sensor network, the convergent, 
integrative, or exploitive phase of a design cycle starts. In this situation, 
Canada can exercise its initiative and capitalize on the fact that it has focused 
elements already embedded within the unfolding situation. This provides 
an immediate Canadian response, as well as a method to inform the follow 
on elements whether more coercive power or specialized elements should   
be required. This level of local understanding and tailored response allows 
greater precision and discretion, and mitigates the need to apply mass/or 
overwhelming influence to overcome uncertainty. This convergent stage will 
create effects locally and create related reaction across the broader global 
system. This reaction can be discerned and contextualized by other SOF 
elements dispersed around the globe. This wide area scanning for second- 
and third-order effects indicates the start of the next divergent period of 
the reflective design cycle in which challenges and opportunities are again 
sought, identified, and focused on in a convergence of effort. This con-
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courage and determination to effect change and to be comfortable setting 
the conditions for potential future activities without a clear and decisive 
strategic objectives or end-state. SOF have traditionally been created to deal 
with novel, complex problems and have been described as natural design 
practitioners.28 CANSOFCOM must now demonstrate this by accepting  
its inability to dominate the future environment and return to its open, curi-
ous, and entrepreneurial roots by adopting design as an explicit operational 
planning approach.
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SOMETHING BORROWED: CYBERSPACE 
CONCEPTS AND GRAY ZONE CONFLICT

DR. MICHAEL A. HENNESSY

The emergent international security environment has witnessed a plethora 
of new terminology aimed at describing conflicts short of large-scale open 
warfare in the modern period. “Gray area conflict” is just one of those terms 
which, though close to the heart of many of those in the U.S. SOF community 
where the term appeared to first take hold, has no official status; even so, the 
phrase resonates well because it appears to add a measure of clarity to some 
opaque challenges.1 If one tried to capture all the related terms for which 
“gray zone” could be exchanged, or be synonymous for, it would be long 
list. Certain to be on that list are concepts like Hybrid Warfare, Compound 
Warfare, Political War, Irregular Warfare, Unconventional Warfare, Informa-
tion Operations, Cyber Attacks, Cognitive Warfare, Liminal Warfare and it 
could go on. All these terms, like “gray zone” itself, aim to make sense of a 
number of observed phenomena in aid of identifying and categorizing often 
disparate actions or activities from malign states, and sub-state actors. All 
of these terms have crept into the modern security lexicon despite most of 
them not being officially recognized or adopted into the United States mili-
tary lexicon. Nevertheless, the terminology has gained traction and utility 
despite various imprecisions.2 This short essay will explore two terms that 
have been adopted in the cybersecurity community that may help capture 
all the varied phenomenon hidden within these new labels.

The emergent cybersecurity domain demonstrates some similar conceptual 
challenges and many of the boundary issues like those posed by “gray zone” 
and “hybrid warfare” concepts. Both general areas share a major problem 
describing what may appear to be coordinated malicious actions, with 
the majority of these activities being below the threshold of formal war. 
Consequently, these below the threshold events become present attribu-
tion and response problems to the targets of these malicious actions. Many 
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such activities may not, in any event, be the concern of military forces, 
but rather challenge other state apparatus, private institutions or even  
individuals. This attribution dilemma has led to several concepts employed 
in cybersecurity that may be of use more broadly to more formally bound 
and comprehend “Gray Zone” activities where attribution, clarity, and  
response options may remain ever problematic. The two terms associated 
with cybersecurity that will be explored below are “Advanced Persistent 
Threat” and “Attack Surface.” 

While cyberspace has now been included in NATO’s recognized domains of 
war, it is not always evident as to what constitutes cyberspace. Some have 
argued cyberspace is a collective hallucination.3 Indeed a short review of the 
concept’s origins would demonstrate some truth to that statement. Without 
revisiting all those arguments, however, it can be stated that both cyber-
space and the related issue of cybersecurity are not tangible things in and 
of themselves but terms which capture a composite of disparate activities, 
some of them human, others physical, and some philosophical to tie together 
and form a clearer mental picture of a number of relatable concepts and 
activities that could be addressed individually or separately. The terms then 
represent an act of reification, turning an abstraction into something more 
concrete, in this case uniting under a single term disparate elements into a 
comprehensible whole. Clearly terms like “gray zone” and “hybrid warfare” 
could be accused of doing the same. 

Nevertheless, the utility of shared and agreed concepts to lend coherence to 
problems is undeniable. Epistemic communities and communities of interest 
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modelling of activities not only includes physical matches but the determi-
nation of will and resolve.10 All available tools need to be used in order to 
holistically comprehend these oppositional activities.

Arguably, both these recommended terms would lend themselves to refine-
ment. One might for instance modify “Attack Surface” to be “Social Attack 
Surface” to clearly differentiate the latter idea from the former. Both terms, 
however, are useful for their brevity and general inclusiveness. 

In conclusion, given the proliferation of new terminology associated with 
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collapse and dissolution of the Union of Soviet Socialist Republics (USSR) 
in 1991. Several peace dividends resulted from the break-up of the Warsaw 
Pact, one of which was the disbandment of the Canadian brigade in 1993.4 
Its tables of organization and equipment (TO&E) were divided between 
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One example of this innovation were the Commando brigades organized by 
British Prime Minister Winston Churchill in 1940. England had just barely 
survived the “miracle at Dunkirk” in May and June of that year and man-
aged to rescue over three hundred thousand troops from the beaches of 
France. There was little capacity to resume large-scale combat operations 
as a result of the resources and materiel lost, and the soldiers, sailors and 
airmen killed or missing in action, or taken prisoner. Right on the heels of 
Dunkirk came the Battle of Britain in which Royal Air Force (RAF) Fighter 
Command fought off the Luftwaffe continuously from July to September 
1940.7 Every resource involved in the making of war was now at a pre-
mium in England and Churchill knew it. He needed to somehow regain the 
initiative even if only at a small scale, if that was even possible. First and 
foremost, Churchill directed and focused his efforts on bolstering English 
morale while simultaneously demonstrating to those allied nations still not 
yet fully committed to the destruction of Nazi Germany that England was 
worth fighting with and fighting for.  

Operations conducted by specialized forces like the commandos were often 
carried out on the periphery of an operational theatre and meant to occupy 
German forces on the margins of the main effort in order to draw away or  
destroy vital resources. Ultimately commando operations helped to provide 
the time and space for the preparation and planning of the invasions of North 
Africa, Italy and the Normandy coast as well as being intimately involved in 
the invasions themselves. Commando raids maintained pressure on occupy-
ing forces and gathered critical intelligence along with many a surprised 
German prisoner of war, most of whom were summarily transported back to 
England for follow-on interrogation. These raids degraded or destroyed en-
emy ability to defend important geographic points or forced them to commit 
forces the German High Command desperately wanted engaged elsewhere. 
Commando raids into Norway and northern France began in 1941 and  
became increasingly sophisticated and lethal over the remainder of the war. 
They were highly effective because a commando’s task was unambiguous; 
search out and destroy German forces, installations and materiel whenever 
and wherever you can. As the raids grew in size and intensity, they had the 
effect Winston Churchill and the people of England needed at a time when 
victories, even small ones, were at a premium.  In fact, the raids were so 
effective that in 1942, only two weeks after a raid on the occupied Channel 
Island of Sark, Adolf Hitler authorized the Kommandobefehl or Commando 
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Order, stating that German soldiers should eliminate any commandos on 
sight.8 The commandos were just one example of how quickly Allied forces 
adapted to the significant challenges being posed by Hitler’s High Command 
and were arguably the one of the best organized military forces at the time.  

If one were to consider the quotation by General Dunford, one could argue 
that if he had been present during this period he might have been pleased 
with the pace of innovation and adaptation taking place as a result of the 
changing character of war propelled by successive Nazi victories from 1939 
to 1941. Specialized forces like the commando brigades were a clear indica-
tor that inaction was not an option. In a similar fashion, the same could be 
said of the NATO response to the garrisoning of hundreds of thousands of 
the Soviet Union’s forces in Eastern Germany and parts of Europe after the 
Second World War. As the nature of the post-war “peace” began to evolve 
in the late 1940s and early 1950s, 4 CMBG had become an integral compo-
nent of the BAOR, and when combined with US V Corps and other NATO 
forces, were a clear indicator that NATO was committed to adapting to, and 
preparing for, an operational environment that had become the “Cold War.” 
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The second group was up to twelve lieutenants and captains, all of noble 
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ON THE MARGINS OF EMPIRE1

DR. HOWARD G. COOMBS

Today we see a bewildering diversity of separatist wars, ethnic and 
religious violence, coups d’état, border disputes, civil upheavals, and 
terrorist attacks, pushing waves of poverty-stricken, war ridden  
immigrants (and hordes of drug traffickers as well) across national 
boundaries. In the increasingly wired global economy, many of these 
seemingly small conflicts trigger strong secondary effects in surround-
ing (and even distant) countries. Thus a ‘many small wars’ scenario 
is compelling military planners in many armies to look afresh at what 
they call “special operations “or “special forces” - the niche warriors of 
tomorrow.2

Alvin and Heidi Toffler (1993)

INTRODUCTION

At the end of the Cold War futurists Alvin and Heidi Toffler argued that the 
contemporary and future security environments needed niche, or specialty, 
solutions for those defence problems that were endemic in the early 1990s. 
Frankly, neither those ideas nor the way today’s threats need be dealt with 
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the graduations or “margins” between the interests and competitive activi-
ties of great and not so great powers, or empires, continuing to be murky and 
difficult to discern. In this context, the stakes are too high and the penalties 
too unforgiving for SOF to not rise to the intellectual challenges posed by 
operating in this continually changing setting to design and effect activities 
that will contribute to durable and lasting operational and strategic success. 
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INTERPRETING THE MEANING OF THE GRAY ZONE

There is much confusion surrounding the exact conceptualization, or mean-
ing, of gray zone conflict. However, most theorists acknowledge that it is 
comprised of adversarial activities that are below the threshold of conflict. 
By the very nature of these oppositional actions, they are sometimes difficult 
to perceive and defuse. Additionally, in some cases one may not even be 
aware that a gray zone event has occurred. Even when nations become aware 
of gray zone threats sometimes the issue becomes a lack of consensus as to 
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capture the nuances of the multi-faceted effort that was needed to deal  
with the complicated problems of the modern security environment. 

Afghanistan and Iraq offered an unprecedented challenge for not only the 
military but also governmental departments, non-governmental organiza-
tions and agencies, as well as the international community. These missions 
required the American and Canadian governments to put together organiza-
tions that did not normally work with each other on such a scale to provide 
a coherent national effort in conjunction with that of the international  
community. This meant that the sometimes conflicting imperatives of  
national policy and practices and international partners, but primarily that 
of the United States, in addition to various partners within alliances and  
coalitions, had to be all considered.  All this was in the context of exceptionally 
fragile Afghan and Iraqi government and security apparatuses; insurgencies 
that continued to grow and morph over time, the strength of which had 
been consistently underestimated by the international community, and with 
shifting international and national views of both counter-insurgency and 
nation-building. Importantly, for the purposes of this discussion, Special 
Operations Forces were part of the inter-agency and/or whole of government 
paradigms – acting as horizontal and vertical integrators across a disparate 
number of organizations, groups and individuals that may be united by 
nothing more than a common desire to achieve positive outcomes. The SOF 
outcomes were primarily achieved through counter-terrorism, specific and 
general assistance to stability operations, and capacity building within host 
nation security agencies.

Now SOF will be required to demonstrate a much greater range of capabili-
ties to address current and advancing gray zone challenges. The contributors 
to this monograph have highlighted that while SOF operations will continue 
to take place in joint, multinational and multiagency environments, with 
friendly, neutral, or even adversarial state and non-state actors, the activi-
ties of these actors must be more than inter-agency or whole of government 
but unified. This comprehensive perspective involving defence, diplomacy,  
development and other elements requires an increased level of interoper-
ability between organizations that often lack a common coordinating 
infrastructure. This, in turn, creates a need to build shared understanding 
and consensus amongst various groups. SOF can facilitate their activities 
in this integrated setting by establishing strong connections in advance 
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the margins of battling empires. This can be facilitated by SOF through 
ongoing effort in the realms of gray zone context, meaning and activities. 
In this fashion, instabilities can be better addressed. At the same time, SOF 
should continue with traditional efforts to participate and encourage bi and 
multi-lateral engagements amongst great and near-great power competitors 
who support the non-state groups responsible for adversarial insecurities in 
the form of gray zone actions.12 In this way, SOF can be a vital component 
in empowering the timely dislocation, neutralization or destruction of gray 
zone challenges in the contested spaces on the margins of empire.
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ADIZ	 Air Defence Identification Zone
APT	 Advanced Persistent Threat

BAOR	 British Army of the Rhine	
BRI	 Belt and Road Initiative

CA	 Civil Affairs
CAG	 Commander’s Action Group
CANSOF	 Canadian Special Operations Forces
CANSOFCOM	 Canadian Special Operations Forces Command 
CAX	 Computer Aided Exercises
CCP	 Chinese Communist Party 
CIB	 Canadian Infantry Brigade
CMBG	 Canadian Mechanized Brigade Group
COIN	 Counterinsurgency
COSCO	 China Ocean Shipping Company
COVID	 Coronavirus Disease
CPVF	 Chinese People’s Volunteer Forces
CPX	 Command Post Exercise
CT 	 Counterterrorism
CULEX	 Culmination Exercise
C-VEO	 Counter Violent Extremist Organization

DIMEFIL 	 Diplomatic, Information, Economic, Financial,  
Intelligence and Law Enforcement

DS&I 	 Defence, Security and Intelligence

FRY	 Former Republic of Yugoslavia
FSA	 Free Syrian Army
FTX	 Field Training Exercise

GPC	 Great Power Competition

INSSG	 Interim National Security Strategic Guidance
ISIL	 Islamic State in Iraq and the Levant

GLOSSARY OF ABBREVIATIONS
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IUU	 Illegal, Unregulated and Unreported

JOPP	 Joint Operational Planning Process

MAPEX	 Map Exercises
MRC	 Major Regional Contingency
MISO	 Military Information Support Operations

NATO	 North Atlantic Treaty Organization
NIST	 (United States) National Institute of Standards and 

Technology
NMS	 (United States) National Military Strategy

PLA	 People’s Liberation Army
PLAN	 People’s Liberation Army Navy
PRC	 People’s Republic of China 
PSO	 Peace Support Operation

RAF	 Royal Air Force
RBIO	 Rules-Based International Order

SOCSOUTH	 Special Operations Command South
SOE	 Special Operations Executive
SOF	 Special Operations Forces 
SSE	 Sensitive Site Exploitation

TO&E	 Table of Organization and Equipment
TTX	 Tabletop Exercise

UN	 United Nations 
UNPROFOR	 United Nations Protection Force
USS	 United States Ship
USSR	 Union of Soviet Socialist Republics
USSOCOM	 United States Special Operations Command 
UW	 Unconventional Warfare

VEO	 Violent Extremist Organization
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