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wherein establishing the secure cloud communications com- FIG. 2 1s a sequence diagram showing the flow of

ipi‘, ihp (1T _and the ('l avecnitinog nracecging etong ag

avacriitinn 1h architectiire tar TO'P coammimicatinne
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response 15 sent back to the CU and confirmed with a PACK server (CKS) 43, and a cloud front end (CFE) 45 connected
mesiwe, the (T gdoseg the detwinmaghionelh . aho_pamel nd wirdendinng (sl 4 ATe

tollowing non-limiting Working Example. Cls are configured according to the requirement. Each CI
5 has a processor (e.g., a hyperthreaded vCPU core (4.0 GHz
WORKING EXAMPLE with turbo boost)), memory (e.g., 4 GB of RAM, 20 GB of
i loca] SSD starage) The nencessot gy O mfmm_‘roﬁd .
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gies (public key cryptography, digital signature and verifi- cavesdropping or snifling, thus ensuring MITM attacks
cation, symmetric block encryption and cryptographic hash) cannot be successtul on this type of communications.
were evaluated iteratively for different payload sizes (100B- 11) Sensitive Information Disclosure. This attack often
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the system. Due to the advancement of computing resources, reconnection (No Session) and with session-reconnection
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Kivinen_T__Kpin_M - Mo aoodiler esnonentiald . §, The methd,of claim 1_wherein the mathnd is imple-

(MODP) difhe-hellman groups {for internet key mented 1n a software application layer and 1s integrated with
exchange (IKE). hittps://tools.ietf.org/html/ric3526 application protocols and server systems.

g I

;
{
2

|

of Cloud Computing. http://nylpubs.nist.govinistpubs/ edge (ACK), reconnect (RECON), request (REQ), response
Legacy/SP/nistspecialpublication800-145.pdf (2011). (RES), expired (EXP), and error (ERR).
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Rescorla, E., Dierks, T.: The Transport Layer Security cloud entities.

{11 S) Protnral Yreiog 1.2 BEC 324A (200R) )L 8 The methodaf claim 1 wherein thetwe ot mnee cland

ric5246.txt instance (CI).

Rescorla, E., Modadugu, N.: Datagram Transport Layer 15 9. The method of claim 1, wherein establishing cloud
Security Version 1.2. RFC 6347 (2012). DOI 10.1748// communications comprises each cloud entity generating a

RFC634°7. URL https://ric-editor.org/ric/ric6347 txt pair of temporary public-private keypairs;

enF_(rllham B Gendan 1)__Shawir 4 Wape 1IN wherein.ougkevray (Ravest—Shamisldlieman/ellntic,
Yarom, Y.: The 9 lives of bleichenbacher’s cat: New curve cryptography (RSA/ECC)) 1s used to maintain
cacha Aftacks ou fls vuolamentafions - 435-492 20 anthentic iy a.n(i ntegruv-nd a navloads apd the nther

- H' ! s wainlbhntir_riveena Tt

The 1nvention claimed 1s: fie—Hellman exchange (DHE/ECDHE)) 1s used for
1. A method for secure data-in-transit cloud communica- ephemeral key-exchange.
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sequence-acknowledgment (SACK) message once all the wherein the CKS mechanism stores, revokes, and distrib-
MESGs 1n a sequence are received. utes root public keys securely.
18. An apparatus including a secure cloud communication 20. A non-transitory computer-readable medium having
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