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Abstract—We are witnessing a rising concern over communica-
tion security and privacy. Conventional cryptography techniques
encrypt data into unreadable codes, but still expose the existence of
communications through metadata information (e.g., packet tim-
ing and size). In contrast, we propose a steganographic commu-
nication scheme adopting a novel combination of the intrinsic op-
tical noise and a unique signal spreading technique to hide the
existence of optical communications, i.e., optical steganography.
We experimentally implement a prototype steganographic com-
munication system, which requires zero cover-signal overhead to
enable a stealth communication channel over the existing com-
munication infrastructure. Both the frequency and time-domain
characterizations of our prototype implementation verify the fea-
sibility of our approach. We also demonstrate the first practical
steganographic communication that provides reliable communi-
cation performances between real computers at the application
layer (200–300 Mb/s file transfer rate and 25–30 Mb/s Internet
data rate) over long-distance optic fibers (25–50 km). Additional
bit-error-rate measurements illustrate negligible channel interfer-
ence between the public and stealth communications (less than 1
dB power penalty). We further quantitatively demonstrate that
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limited by their low throughput and considerable cover-medium
overhead [35].

In the context of optical communications, optical steganogra-
phy was proposed as a form of analog steganography to enable
steganographic communications over optical transmission chan-
nels that can be publicly accessed by eavesdroppers [36]. These
initial schemes, using either conventional long-distance fiber
spools [37]–[39], or chirped fiber Bragg gratings (CFBG) [40]–
[42], spread the stealth signal in the time domain to reduce its
power level below the noise floor. In order to cover the existence
of the low power stealth signal in the frequency domain, addi-
tional high power public (cover) signal has to co-exist at the same
channel bandwidth, which not only restricts their practical usage
in real optical networks where bandwidth resources are limited,
but also requires very delicate channel separation techniques to
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Fig. 2. Experimental setup of the steganographic communication system. Labels (i)-(iv), (I)-(VI) correspond to those in Fig. 3 and Fig. 4.
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where the bandwidths of public and stealth channels do not need
to overlap.

V. SECURITY A
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TABLE II
STEALTH SIGNAL CLASSIFICATIONS
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